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Impact of facial beautification on face recognition: 
From plastic surgery to makeup presentation attacks
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Facial Beautification and Detection

► Scenario: either the reference or the probe image has been altered

► Further types of beautification: tattoos, piercings, etc.
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Christian Rathgeb, Antitza Dantcheva, Christoph Busch, „Impact and Detection of Facial Beautification in Face Recognition: 
An Overview“, in IEEE Access, 7(1), 2019.



Plastic Surgery
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Source: International Society of Aesthetic Plastic Surgery



Plastic Surgery
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► Verification with ArcFace and Cognitec

Christian Rathgeb, Didem Dogan, Fabian Stockhardt, Maria De Marsico, Christoph Busch, „Plastic Surgery: An Obstacle for 
Deep Face Recognition?“, in 15th IEEE Computer Society Workshop on Biometrics (CVPRW), 2020.



Plastic Surgery
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► Low impact on biometric performance

► Only in case of severe alterations, e.g. 
feminisation sugeries



Retouching
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► Users may apply retouching with easy-to-use apps

► Common alterations: smoothing skin, slimming nose, enlargeing eyes



Retouching
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► Evaluation with Cognitec shows negligible impact on biometric performance

► Detection of retouching of interest

Christian Rathgeb, Angelika Botaljov, Fabian Stockhardt, Sergey Isadskiy, Luca Debiasi, Andreas Uhl, Christoph Busch, 
„PRNU-based Detection of Facial Retouching“, in IET-Biometrics, 2020.
Christian Rathgeb, Claudia-Ioana Satnoianu, Nathania E. Haryanto, Kevin Bernardo, Christoph Busch, „Differential Detection 
of Facial Retouching: A Multi-Biometric Approach“, in IEEE Access, 2020.



Makeup
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► Cost-efficient way for beautification
(mostly applied by women)

► Areas: lips, skin, eyes

► Alteration of percieved anatomy

Antitza Dantcheva, Cunjian Chen, Arun Ross, „Can facial cosmetics affect the matching accuracy of face recognition 
systems? “, in IEEE Fifth international conference on biometrics: theory, applications and systems (BTAS), 2012.



Makeup Presentation Attacks
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► Impact on face recognition in case of severe alterations

Public databases containing makeup presentation attacks:

Source: ISO/IEC 30107-1:2016(E)



Makeup Presentation Attacks

Christian Rathgeb IFPC 2020 [ 11 ]

► Attacker may apply makeup for impersonation or concealment

► Detection is difficult since bona fide users may also apply makeup

Cunjian Chen, Antitza Dantcheva, Thomas Swearingen, Arun Ross, "Spoofing Faces Using Makeup: An Investigative Study,"  
in Proc. of 3rd IEEE Int. Conf. on Identity, Security and Behavior Analysis (ISBA), 2017.
Christian Rathgeb, Pawel Drozdowski, Daniel Fischer, Christoph Busch, “Vulnerability Assessment and Detection of Makeup 
Presentation Attacks,” in Proc. Int. Workshop on Biometrics and Forensics (IWBF), 2020.



Makeup Presentation Attacks
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► Vulnerability analysis using Cognitec and
ArcFace

► Use of MIFS/DFW databases for attacks and
FRGCv2 for bona fide

► High Impostor Attack Presentation Match 
Rates (IAPMR) and Relative Impostor Attack
Presentation Accept Rates (RIAPAR) 



Makeup Presentation Attacks
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► Detection of attack in a differential detection
scenario employ deep face representations

► Classification with SVM

► Problem: missing training data

► Idea: create a semi-synthetic database of
makeup presentation attacks

Christian Rathgeb, Pawel Drozdowski, Christoph Busch, „Detection of Makeup Presentation Attacks based on Deep Face 
Representations“, in 25th International Conference on Pattern Recognition (ICPR), 2020.



Makeup Presentation Attacks
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► Combination of image warping and makeup style transfer

► Target subjects from CelebA database



Makeup Presentation Attacks
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► Good performance using ArcFace for feature extraction
(in a differential scenario)

► D-EER: APCER=BPCER

► BPCER10: APCER=10%

► BPCER20: APCER=5%



Thank you for your attention!

Questions?
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